
   

    

   

              
            

               
             
               

           

              
             
            

      

             
            

             
             

           
   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
 EUROPEAN PRIVACY ADDENDUM

1.	 In respect of personal data relating to individuals located within EMEA that is 
included in the Customer Data and processed by Supplier pursuant to the Agreement, 
Supplier shall at all times act as a data processor in respect of such personal data. For 
the avoidance of doubt this Privacy Addendum shall be applicable to all countries in 
the EMEA region which includes but is not limited to all countries in the European 
Ecomonic Area, Switzerland, South Africa, Israel, Turkey, Nigeria and Kenya. 

2.	 The provisions of this Addendum and the EU Model Clauses executed by Supplier 
and JPMorgan Chase Bank, N.A on behalf of its affiliates pursuant to this Addendum 
and attached hereto shall override and have precedence over any contrary provisions 
in the any Agreement. 

3.	 For the purposes of this Addendum, the terms “personal data”, “data processor”, 
“special categories of data” and “processing” shall have the same meanings as are 
given to those terms in European Directive 95/46/EC (as it may be amended from 
time to time) and the definitions in Applicable Law in the relevant countries to 
protect all information within scope of such laws and shall be interpreted 
accordingly. 
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For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to 
processors established in third countries which do not ensure an adequate level of data 
protection 

Name of the data exporting organisation: JPMorgan Chase Bank, N.A 

Address: 270 Park Avenue, New York, New York 10017, United States 

Tel.: …………………….………..; fax: …………………….………..; 

e-mail: ………………………………………..………..………..…..………….. 

Other information  needed  to  identify  the  organisation 

………………………………………………………………………………………………. 
(the  data  exporter) 

And 

Name  of  the  data  importing  organisation: ………..………..………..………..………..…… 

Address: 
………..………..………..………..…….…………………………………..……………….. 
………………………………………………………………………………………………. 

Tel.: …………………….………..; fax: …………………….………..; 

e-mail: ………………………………………..………..………..…..………….. 

Other information needed to identify the organisation 

……………………………………………………………………………………………… 
(the  data  importer) 

each a “party” and together “the parties” 

HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce 
adequate safeguards with respect to the protection of privacy and fundamental rights and 
freedoms of individuals for the transfer by the data exporter to the data importer of the 
personal data specified in Appendix 1. 

1. Definitions 

For the purposes of the Clauses: 

“personal data”, “special categories of data”, “process/processing”, “controller”, 
“processor”, “data subject” and “Supervisory authority” shall have the same 
meaning as in Directive 95/46/EC of the European Parliament and of the Council of 
24 October 1995 on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data 

the “data exporter” means the controller who transfers the personal data; 

the “data importer” means the processor who agrees to receive from the data 
exporter personal data intended for processing on his behalf after the transfer in 
accordance with his instructions and the terms of the Clauses and who is not subject 
to a third country’s system ensuring adequate protection within the meaning of 
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Article 25(1) of Directive 95/46/EC; 

the “subprocessor” means any processor engaged by the data importer or by any 
other subprocessor of the data importer who agrees to receive from the data importer 
or from any other subprocessor of the data importer personal data exclusively 
intended for processing activities to be carried out on behalf of the data exporter 
after the transfer in accordance with his instructions, the terms of the Clauses and the 
terms of the written subcontract; 

the “applicable data protection law” means the legislation protecting the 
fundamental rights and freedoms of individuals and, in particular, their right to 
privacy with respect to the processing of personal data applicable to a data controller 
in the Member Jurisdiction in which the data exporter is established; 

“technical and organisational security measures” means those measures aimed at 
protecting personal data against accidental or unlawful destruction or accidental loss, 
alteration, unauthorised disclosure or access, in particular where the processing 
involves the transmission of data over a network, and against all other unlawful 
forms of processing. 

2. Details of Transfer 

The details of the transfer and in particular the special categories of personal data 
where applicable are specified in Appendix 1 which forms an integral part of the 
Clauses. 

3. Third-party Beneficiary Clause 

The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), 
Clause 5(a) to (e), and (g) to (j), Clause 6(1) and (b), Clause 7, Clause 8(2) and 
Clauses 9 to 12, as third-party beneficiary. 

The data subject can enforce against the data importer this Clause, Clause 5(a) to 
(e) and (g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where the 
data exporter has factually disappeared or has ceased to exist in law unless any 
successor entity has assumed the entire legal obligations of the data exporter by 
contract or operation of law, as a result of which it takes on the rights and 
obligations of the data exporter, in which case the data subject can enforce them 
against such entity. 

The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) 
and (g), Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both 
the data exporter and the data importer have factually disappeared or ceased to exist 
in law or have become insolvent, unless any successor entity has assumed the entire 
legal obligations of the data exporter by contract or by operation of law as a result of 
which it takes on the rights and obligations of the data exporter, in which case the 
data subject can enforce them against such entity. Such third-party liability of the 
subprocessor shall be limited to its own processing operations under the Clauses. 

The parties do not object to a data subject being represented by an association or 
other body if the data subject so expressly wishes and if permitted by national law. 

4. Obligations of the Data Exporter 

The data exporter agrees and warrants: 

(a)		 that the processing, including the transfer itself, of the personal data has been 
and will continue to be carried out in accordance with the relevant provisions 
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of the applicable data protection law (and, where applicable, has been 
notified to the relevant authorities of the Member Jurisdiction where the data 
exporter is established) and does not violate the relevant provisions of that 
Jurisdiction; 

(b)		 that it has instructed and throughout the duration of the personal data 
processing services will instruct the data importer to process the personal 
data transferred only on the data exporter’s behalf and in accordance with the 
applicable data protection law and the Clauses; 

(c)		 that the data importer will provide sufficient guarantees in respect of the 
technical and organisational security measures specified in Appendix 2 to this 
contract; 

(d)		 that after assessment of the requirements of the applicable data protection 
law, the security measures are appropriate to protect personal data against 
accidental or unlawful destruction or accidental loss, alteration, unauthorised 
disclosure or access, in particular where the processing involves the 
transmission of data over a network, and against all other unlawful forms of 
processing, and that these measures ensure a level of security appropriate to 
the risks presented by the processing and the nature of the data to be 
protected having regard to the state of the art and the cost of their 
implementation; 

(e)		 that it will ensure compliance with the security measures; 

(f)		 that, if the transfer involves special categories of data, the data subject has 
been informed or will be informed before, or a soon as possible after, the 
transfer that its data could be transmitted to a third country not providing 
adequate protection within the meaning of Directive 95/46/EC; 

(g)		 to forward any notification received from the data importer or any 
subprocessor pursuant to Clause 5(b) and Clause 83 to the data protection 
supervisory authority if the data exporter decides to continue the transfer or 
to lift the suspension; 

(h)		 to make available to the data subject upon request a copy of the Clauses , 
with the exception of Appendix 2 and a summary description of the security 
measures, as well as a copy of any contract for subprocessing services which 
has to be made in accordance with the Clauses, unless the Clauses or the 
contract contain commercial information, in which case it may remove such 
commercial information; 

(i)		 that, in the event of subprocessing, the processing activity is carried out in 
accordance with Clause 11 by a subprocessor providing at least the same 
level of protection for the personal data and the rights of data subject as the 
data importer under the Clauses; and 

(j)		 that it will ensure compliance with Clause 4(a) to (i). 

5. Obligations of the Data Importer 

The data importer agrees and warrants: 

(a)		 to process the personal data only on behalf of the data exporter and in 
compliance with its instructions and the Clauses; if it cannot provide such 
compliance for whatever reasons, it agrees to inform promptly the data 
exporter of its inability to comply, in which case the data exporter is entitled 
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to suspend the transfer of data and/or terminate the contract; 

(b)		 that it has no reason to believe that the legislation applicable to it prevents it 
from fulfilling the instructions received from the data exporter and its 
obligations under the contract and that in the event of a change in this 
legislation which is likely to have a substantial adverse effect on the 
warranties and obligations provided by the Clauses, it will promptly notify 
the change to the data exporter as soon as it is aware, in which case the data 
exporter is entitled to suspend the transfer of data and/or terminate the 
contract; 

(c)		 that it has implemented the technical and organisational security measures 
specified in Appendix 2 before processing the personal data transferred; 

(d)		 that it will promptly notify the data exporter about: 

(i)	 any legally binding request for disclosure of the personal data by a 
law enforcement authority unless otherwise prohibited, such as a 
prohibition under criminal law to preserve the confidentiality of a law 
enforcement investigation, 

(ii)	 any accidental or unauthorised access, and 

(iii)	 any request received directly from the data subjects without 
responding to that request, unless it has been otherwise authorised to 
do so; 

(e)		 to deal promptly and properly with all inquiries from the data exporter 
relating to its processing of the personal data subject to the transfer and to 
abide by the advice of the supervisory authority with regard to the processing 
of the data transferred; 

(f)		 at the request of the data exporter to submit its data processing facilities for 
audit of the processing activities covered by the Clauses which shall be 
carried out by the data exporter or an inspection body composed of 
independent members and in possession of the required professional 
qualifications bound by a duty of confidentiality, selected by the data 
exporter, where applicable, in agreement with the supervisory authority; 

(g)		 to make available to the data subject upon request a copy of the Clauses, or 
any existing contract for subprocessing, unless the Clauses or contract 
contain commercial information, in which case it may remove such 
commercial information, with the exception of Appendix 2 which shall be 
replaced by a summary description of the security measures in those cases 
where the data subject is unable to obtain a copy of the data exporter: 

(h)		 that, in the event of subprocessing, it has previously informed the data 
exporter and obtained its prior written consent; 

(i)		 that the processing services by the subprocessor will be carried out in 
accordance with Clause 11; 

(j)		 to send promptly a copy of any subprocessor agreement it concludes under 
the Clauses to the data exporter. 

6. Liability 

1.		 The parties agree that any data subject, who has suffered damage as a result 
of any breach of the obligations referred to in Clause 3 or in Clause 11 by any 

5Oct 2015 



   

    

          
    

                
             
          

            
           

               
           

            
           

             
       

               
             

           
            

           
             

         
           

          
              
             
       

     

            
        

           

             
     

             
    

                
           

     

     

             
            

    

              
              

                
      

             
         

party or subprocessor is entitled to receive compensation from the data 
exporter for the damage suffered. 

2.		 If a data subject is not able to bring a claim for compensation in accordance 
with paragraph (a) against the data exporter, arising out of a breach by the 
data importer or his subprocessor of any of their obligations referred to in 
Clause 3 or in Clause 11, because the data exporter has factually disappeared 
or ceased to exist in law or has became insolvent, the data importer agrees 
that the data subject may issue a claim against the data importer as if it were 
the data exporter, unless any successor entity has assumed the entire legal 
obligations of the data exporter by contract or by operation of law, in which 
case the data subject can enforce its rights against such entity.. 

The data importer may not rely on a breach by a subprocessor of its 
obligations in order to avoid its own liabilities. 

3. If a data subject is not able to bring a claim against the data exporter 
or the data importer referred to in paragraphs 1 and 2, arising out of a breach 
by the subprocessor of any of their obligations referred to in Clause 3 or in 
Clause 11 because both the data exporter and the data importer have factually 
disappeared or ceased to exist in law or have become insolvent, the 
subprocessor agrees that the data subject may issues a claim against the data 
subprocessor with regard to its own processing operations under the Clauses 
as if it were the data exporter or the data importer, unless any successor entity 
has assumed the entire legal obligations of the data exporter or data importer 
by contract or by operation of law, in which case the data subject can enforce 
its rights against such entity. The liability of the subprocessor shall be limited 
to its own processing operation under the Clauses. 

7. Mediation and jurisdiction 

1		 The data importer agrees that if the data subject invokes against it third-party 
beneficiary rights and/or claims compensation for damages under the 
Clauses, the data importer will accept the decision of the data subject: 

(a)		 to refer the dispute to mediation, by an independent person or, where 
applicable, by the supervisory authority; 

(b)		 to refer the dispute to the courts in the Member Jurisdiction in which 
the data exporter is established. 

(c)		 The parties agree that the choice made by the data subject will not prejudice 
his substantive or procedural rights to seek remedies in accordance with other 
provisions of national or international law. 

8. Cooperation with supervisory authorities 

1.		 The data exporter agrees to deposit a copy of this contract with the 
supervisory authority if it so requests or if such deposit is required under the 
applicable data protection law. 

2.		 The parties agree that the supervisory authority has the right to conduct an 
audit of the data importer, and of any subprocessor, which has the same scope 
and is subject to the same conditions as would apply to an audit of the data 
exporter under the applicable data protection law. 

3.		 The data importer shall promptly inform the data exporter about the existence 
of legislation applicable to it or any subprocessor preventing the conduct of 
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an audit of the data importer, or any subprocessor, pursuant to paragraph 2. In 
such a case the data exporter shall be entitled to take the measures foreseen in 
Clause 5(b). 

9. Governing Law 

The Clauses shall be governed by the law of the Member State in which the data 
exporter is established, namely Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech 
Republic, Denmark, United Kingdom, Estonia, Finland, France, Germany, Greece, 
Guernsey, Hungary, Ireland, Italy, Jersey, Latvia, Lithuania, Luxembourg, Malta, 
Netherlands, Poland, Portugal, Romania, Slovak Republic, Slovenia Spain, Sweden, 
Switzerland as applicable. 

10. Variation of the Contract 

The parties undertake not to vary or modify the Clauses. This does not preclude the 
parties from adding clauses on business-related issues where required as long as they 
do not contradict the Clause. 

11. Subprocessing 

1.	 The data importer shall not subcontract any of its processing operations 
performed on behalf of the data exporter under the Clauses without the prior 
written consent of the data exporter. Where the data importer subcontracts its 
obligations under the Clauses, with the consent of the data exporter, it shall do 
so only by way of a written agreement with the subprocessor which imposes 
the same obligations on the subprocessor as are imposed on the data importer 
under the Clauses. Where the subprocessor fails to fulfil its data protection 
obligations under such written agreement the data importer shall remain fully 
liable to the data exporter for the performance of the subprocessor’s 
obligations under such agreement. 

2.	 The prior written consent between the data importer and the subprocessor shall 
also provide for a third-party beneficiary clause as laid down in Clause 3 for 
cases where the data subject is not able to bring the claim for compensation 
referred to in paragraph 1 of Clause 6 against the data exporter or the data 
importer because they have factually disappeared or have ceased to exist in 
law or have become insolvent and no successor entity has assumed the entire 
legal obligations of the data exporter or data importer by contract or by 
operation of law. Such third-party liability of the subprocessor shall be 
limited to its own processing operations under the Clauses. 

3.	 The provisions relating to data protection aspects for subprocessing of the 
contract referred to in paragraph (a) shall be governed by the law of the 
Member State in which the data exporter is established, namely Austria, 
Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, United Kingdom, 
Estonia, Finland, France, Germany, Greece, Guernsey, Hungary, Ireland, Italy, 
Jersey, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal, 
Romania, Slovak Republic, Slovenia Spain, Sweden, Switzerland as applicable. 

4.	 The data exporter shall keep a list of subprocessing agreements concluded 
under the Clauses and notified by the data importer to Clause 5(j), which 
shall be updated at least once a year. The list shall be available to the data 
exporter’s data protection supervisory authority. 

12. Obligation after the Termination of Personal Data Processing Services 

1.		 The parties agree that on the termination of the provision of data processing 
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services, the data importer and the subprocessor shall, at the choice of the 
data exporter, return all the personal data transferred and the copies thereof to 
the data exporter or shall destroy all the personal data and certify to the data 
exporter that it has done so, unless legislation imposed upon the data 
importer prevents it from returning or destroying all or part of the personal 
data transferred. In that case, the data importer warrants that it will guarantee 
the confidentiality of the personal data transferred and will not actively 
process the personal data transferred anymore. 

2.		 The data importer and the subprocessor warrant that upon request of the data 
exporter and/or of the supervisory authority, he will submit its data 
processing facilities for an audit of the measures referred to in paragraph (a). 
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On behalf of the data exporter: 
Name  (written  out  in  full): .......................................................................................................... 

Position: ....................................................................................................................................... 

Address: ....................................................................................................................................... 

Other information  necessary  in  order  for the  contract  to  be  binding  (if any): 

.......................................................................................................................................................
 

(stamp  of  organisation) Signature ........................................................................
 

On behalf of the data importer: 
Name  (written  out  in  full): .......................................................................................................... 

Position: ....................................................................................................................................... 

Address: ....................................................................................................................................... 

Other information  necessary  in  order  for the  contract  to  be  binding  (if any): 

.......................................................................................................................................................
 

(stamp  of  organisation) Signature ........................................................................
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APPENDIX 1
 
to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be completed and signed by the
 
parties
 

Data exporter 
The data exporter is (please specify briefly your activities relevant to the transfer): 

A  global  financial  services  provider ...........................................................................................
 

.......................................................................................................................................................
 

.......................................................................................................................................................
 

Data importer 

The data importer is (please specify briefly activities relevant to the transfer): 

A  global  information  technology  services  provider ...................................................................
 

.......................................................................................................................................................
 

.......................................................................................................................................................
 

Data subjects 
The personal data transferred concern the following categories of data subjects (please 
specify): 

The data transferred may involve all categories of data subjects of the Data Exporter 
including,  without  limitation: ...................................................................................................... 

Current, past, potential employees, trainees, voluntary workers 
Current, past, potential employees of associated companies, organisations 
Current,  past,  potential  employees  of other  organisations 
Current,  past,  potential  recipients,  customers,  counter parties  or clients  for goods  or 
services  (direct  or indirect)  
Current, past, potential suppliers of goods or services (direct or indirect) 
Current,  past,  potential  contacts  at  correspondent  banks  and  other associated  
financial  institutions  
Current, past, potential directors, other senior officers 
Current, past, potential business or other contacts 
Current,  past,  potential  advisors,  consultants,  professional  and  other  experts  
Current, past, potential correspondents and enquirers 
Current,  past,  potential  elected  representatives,  other  holders  of  public  office  
Current, past, potential survey respondents, other persons assisting research 
Current,  past,  potential  claimants,  beneficiaries,  payees
Relatives of all of the above. 

.......................................................................................................................................................
 

.......................................................................................................................................................
 

Categories of data 

The personal data transferred concern the following categories of data (please specify): 
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Current, past & potential Clients, Counterparties and Suppliers 

Agreements, contracts 
References  to  manual  files  and  records
Personal identifiers 
Details  of accounts  and  transactions
Financial identifiers 
Identifiers  issued  by  public  bodies
Personal details 
Goods,  services  provided  to  the  Data  Subject
Goods, services obtained from the Data Subject 
Other contracts  with  Data  Subject  (not  being  goods  or services) 
Business  activities  of the  Data  Subject
Creditworthiness 

Human Resources Information 

 Work  management  details 
 Performance  assessment  and  appraisal  information 
 Court  Orders  and  records  regarding  wage  garnishment,  child  support  agreements  

and  equivalent  
Training record 
Security details 
Pension details 
Compensation, credit history and taxation details 
Recruitment details 
Personal details (including date of birth) 
Career history 
Termination details 
Current marriage or partnership details 
Academic record 
Qualifications and skills 
Membership of professional bodies 
Professional expertise 
Membership of committees 
Current employment status 
Financial transactions 
Insurance details 
Publications 
Internal compliance information 
Career management, budget and compensation planning 
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 DATA EXPORTER  DATA IMPORTER 

                    

 

                     

 

 

 

	 

	 

	 

Special categories of data (if appropriate) 
The personal data transferred concern the following special categories of data (please 
specify): 

All categories of sensitive data transferred from the data exporter to the data importer, 
including without limitation: 

Disabilities,  infirmities 

Political  affiliations 

Health  and  sickness 

Health  and  safety 

Ethnicity 

Dietary  requirements 

Criminal  convictions  and  arrests 

and  such  other  special  categories  of  data  as  data  subjects  may  from  time  to  time  volunteer  
to  the  data  exporter.  

Processing operations 
The personal data transferred will be subject to the following basic processing activities 
(please specify): 

Incidental access during the provision of information technology services by the 
data importer 

Storage or transport of data on equipment used by the data importer 

Provision of business services of an advisory, consulting or intermediary nature in 
relation to best practice and benchmarking services 

 
	

Name: ………………………………. Name: ...........................................................
 

Authorised  signature: ……………..... Authorised  signature: ..................................
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APPENDIX 2
 
to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be completed and signed by the
 
parties
 

Description of the technical and organisational security measures implemented by the data 
importer in accordance with Clauses 4(d) and 5(c) (or document/legislation attached): 

Those measures set out in JPMC’s security policies in force from time to time. JPMC’s 
Minimum Control Requirements a current copy is located at: 
https://www.jpmorganchase.com/corporate/About-
JPMC/document/JPMC_Minimum_Control_Requirements_ada.pdf 
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